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IT Acceptable Use Policy 

 

Preface  

Safeguarding: 

The safeguarding of children and young people underpins the work of the academy and must 

be adhered to as a prime responsibility. 

Equality: 

The Knole Academy is committed to providing all staff, students, parents, visitors and members 

of the wider community using the sites with equality of opportunity regardless of their age, 

disability, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, 

religion or belief, sex and sexual orientation.  All policies are screened for their impact on 

equality and issues are addressed if they arise.  Knole Academy will provide special 

consideration on an individual basis if anyone is considered to have a specific special need.  

Any parent who feels that their child has such a need should contact the relevant Pastoral 

Leader in the first instance to explain their concerns.   

This policy, and its associated procedures and protocols, is based on these key principles.   

Acceptable use policy 

 

Networked resources, including internet access, are available to students in the school. All 

users are required to follow the conditions laid down in this policy. Any breach of these 

conditions may lead to withdrawal of the user’s access, monitoring and/or retrospective 

investigation of the user's use of services, and in some instances could lead to criminal 

prosecution or permanent exclusion.  

 

These networked resources are intended for educational purposes, and may only be used for 

legal activities consistent with the rules of the school. Any expression of a personal view about 

the school or matters pertaining to the academy in any electronic form of communication must 

be endorsed to that effect. Any use of the network that would bring the name of the school into 

disrepute is not allowed. 

 

Independent student use of the internet or the school’s intranet will only be permitted upon 

receipt of signed permission and agreement forms as laid out below. All computer systems will 

be regularly monitored to ensure that they are being used in a responsible fashion. 

 

Conditions of use 

Personal responsibility 

 

Access to the networked resources is a privilege, not a right. Users are responsible for their 

behaviour and communications and for any activity that takes place within their area of the 

school network. Students will be expected to use the resources for the purposes for which they 

are made available. Students are to take due care with the physical security of hardware they 

are using.  Students will not attempt to use the school network to access any material of a 

pornographic, or offensive nature.  Students will not attempt to access sites which could be 

perceived as demeaning or insulting to any of the protected characteristics or which could be 

considered to promote extremism or radicalisation.  Students will accept personal responsibility 

for reporting any misuse of the network to a member of staff in a timely fashion.   

 



Page 3 of 10 
 

Acceptable use 

 

This acceptable use policy has been drawn up to protect all parties: students, staff and guests.  

Knole Academy has the right to examine or delete any files that may be held on its system or to 

monitor any Internet sites visited.  All students have to sign the acceptable use policy before 

they are allowed to use the school ICT system. 

The school system may not be used for private purposes unless you have been given 

permission by the Principal or someone to whom the appropriate authority has been delegated. 

Access should only be made via the user’s own authorised account and password, which should 

not be shared with any other person. 

Activity that threatens the integrity of the system, or activity that attacks ore corrupts other 

systems is forbidden and will result in the user’s access being removed. 

The system’s security must be respected; it is a criminal offence to use a computer for a 

purpose not permitted by the system owner. 

Network etiquette and privacy 

Users are expected to abide by the rules of network etiquette. These rules include, but are not 

limited to, the following: 

 Be respectful  

 

o never send or encourage others to send abusive messages. 

o Use appropriate language – users should remember that they are representatives of 

the school on a global public system. Illegal activities of any kind are strictly 

forbidden. 

o Do not use language that could be calculated to incite hatred against any ethnic, 

religious or other minority group. 

 

 Be safe 

 

o Privacy – do not reveal any personal information (for example home address, 

telephone number) about yourself or other users. Do not trespass into other users' 

files or folders. 

o Password – do not reveal your password to anyone with the exception of students 

sharing their login details with their parents/carers so they can access the schools 

Virtual Learning Environment (VLE). If you think someone has learned your password 

then contact member of staff responsible. 

o Electronic mail is not guaranteed to be private. Messages relating to or in support of 

illegal activities will be reported to the authorities. Do not send anonymous 

messages. 

o Disruptions – do not use the network in any way that would disrupt use of the 

network by others. 

o Students will not be allowed access to unsupervised and/or unauthorised chat 

rooms and should not attempt to gain access to them. 

o Students finding unsuitable websites through the school network should report the 

web address to the member of staff responsible. 

o Students should not introduce 'pen drives' into the network without having them 

checked for viruses. 

o Students must not attempt to visit websites that might be considered inappropriate. 

Such sites would include those relating to illegal activity. All sites visited leave 

evidence in the county network if not on the computer. Downloading some material 

is illegal and the police or other authorities may be called to investigate such use. 



Page 4 of 10 
 

o Unapproved system utilities and executable files will not be allowed in students’ 

work areas or attached to email. 

o Files held on the school’s network will be regularly checked by the member of staff 

responsible. 

o All students have a responsibility to take all reasonable steps to ensure compliance 

with the conditions set out in this policy document, and to ensure that unacceptable 

use of the internet or intranet does not occur. 

Use of the internet and other electronic devices out of school 

 The academy expects students to maintain the same high standards when using the 

internet and other electronic devices out of school. 

 Students must ensure that they do not use such technology to abuse, threaten, 

intimidate or undermine another member of the academy community. 

 Students must not post pictures or comments that defame members of the academy 

community. 

 Students must not post pictures of staff on the internet. 

 Students must not post pictures of other students on the internet without the consent 

of the person concerned. 

 Students must report concerns about the behaviour of members of the academy in a 

private and confidential manner that allow allegations to be investigated in a timely and 

professional way without causing unnecessary upset and anxiety. 

 Using electronic technology to publicly abuse another student or member of staff or to 

gain illegal access to confidential data will result in disciplinary action and could lead to 

a permanent exclusion. 

Unacceptable use  

Examples of unacceptable use include but are not limited to the following: 

 Using someone else’s user name and password to access the computer system for 

whatever reason.  

 Accessing or creating, transmitting, displaying or publishing any material (for example 

images, sounds or data) that is likely to cause offence, inconvenience or needless 

anxiety. The academy have filters in place to block emails containing language that is or 

may be deemed to be offensive. 

 Accessing or creating, transmitting or publishing any defamatory material. 

 Receiving, sending or publishing material that violates copyright law. This includes 

through video conferencing and web broadcasting. 

 Receiving, sending or publishing material that violates Data Protection Act or breaching 

the security this act requires for personal data 

 Unauthorised access to data and resources on the school network system or other 

systems. 

 User action that would cause corruption or destruction of other users’ data, or violate 

the privacy of other users, or intentionally waste time or resources on the network or 

elsewhere. 

 Downloading of software without approval from the Principal 

Services 

 

There will be no warranties of any kind, whether expressed or implied, for the network service 

offered by the school. The school will not be responsible for any damages suffered while on the 

system. These damages include loss of data as a result of delays, non-deliveries, or service 

interruptions caused by the system or your errors or omissions. Use of any information 

obtained via the network is at your own risk.  Students are expected to maintain back-up copies 

of their own work, especially work that will be contribute towards their final grade in public 

exams. 
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Network security 

 

Users are expected to inform member of staff responsible immediately if a security problem is 

identified. Do not demonstrate this problem to other users. Users must log in with their own 

user ID and password, where applicable, and must not share this information with other users. 

Users identified as a security risk will be denied access to the network. 

Physical security 

 

Students should not attempt to access any equipment that they do not have direct permission 

to use from a member of staff.  This includes equipment such as camera’s, laptops, and 

computers. 

Wilful damage 

 

Any malicious attempt to harm or destroy any equipment or data of another user or network 

connected to the school system may result in loss of access and the student(s) responsible will 

be expected to either pay for the cost of repair or replacement or  complete community service 

to the value of the damaged property. This includes the creation or uploading of computer 

viruses. The use of software from unauthorised sources is prohibited. 

Media publications 

 

Images of students (for example in photographs, videos, web broadcasting, TV presentations, 

web pages) must not be published without written permission from parents or carers.  Parents 

will be asked to fill in a consent form regarding the use of their child’s image.  Students must 

not upload images of each other without having first obtained the consent of person or people 

concerned.  The publishing of images without consent could lead to disciplinary action being 

taken against the person who uploads the image.  

Monitoring, Evaluation and Review 

The Governors will review this policy at least every three years and assess its implementation 

and effectiveness.  The policy will be promoted and implemented throughout the Academy.  
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Appendix 1 

 

E‐Safety Policy  

 

This list is an example of the severity level of each breach. Common sense must be applied in 

each incident when assessing the severity of the breach. Any incident that is not listed here will 

need to be assessed as it occurs. This list will be updated and reviewed after any major, serious 

or illegal incident occurs. 

 

Any breach that is of an illegal nature will have to involve the Police; at which point the 

outcome is then out of the school's hands. 

  

AUP Breach  Severity 

Using another user's account  Minor 

Private financial gain, political or commercial 

activity  

Minor  

Connect device without permission  Minor 

Non‐school use of Internet in school time  Minor 

Cyberbullying Minor / Major 

Attempt to defraud  Minor / Major 

Inappropriate material  Minor / Major 

Copyright breach  Minor / Major 

Publishing pictures of students on the internet 

without consent 

Minor / Major 

Publishing pictures of staff members on the 

internet 

Minor / Major 

Defamatory material about staff, students or the 

academy 

Major 

Bringing school into disrepute  Major 

Software copying or installation  Major 

Circumnavigate firewall or filtering service  Major 

Violent, racist or inappropriate sexual material  Major / Serious / Illegal 

Extremist activity, terrorism or weapons  Major / Serious / Illegal 

Hacking  Major / Serious / Illegal 
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Appendix 2 

 

 

 

 

Knole Academy 

 

Student Acceptable Use Agreement 

 

 

 

 

 

All students must follow the conditions described in this policy when using academy ICT 

networked resources including: Internet access, the academy Virtual Learning Environment (VLE) 

both in and outside of academy.  

 

Breaking these conditions may lead to: 

 

 Parents being informed of the breach 

 Short term withdrawal of the student’s access to the network 

 Community service 

 Detention, isolation or exclusion (including permanent exclusion) 

 Close monitoring of the student’s network activity and investigation of the student’s past 

network activity 

 In some cases, criminal prosecution.                                                                                  

 

Students will be provided with guidance by staff in the use of the resources available through the 

academy’s network.  Academy staff will regularly monitor the network to make sure that it is 

being used responsibly.   

 

Students are responsible for regularly and frequently backing up their own work.  The academy 

will not be responsible for any loss of data as a result of the system or students’ mistakes in 

using the system.  Use of any information obtained via the network is at the student’s own risk.  

  

Conditions of Use  

Student access to the networked resources is a privilege, not a right. Students will be expected 

to use the resources for the educational purposes for which they are provided.    

  

It is the personal responsibility of every student to take all reasonable steps to make sure they 

follow the conditions set out in this policy.  Students must also accept personal responsibility for 

reporting any misuse of the network to the class teacher, or an appropriate adult 

  

Acceptable Use  

Students are expected to use the network systems in a responsible manner. It is not possible to 

have a complete set of rules about what is, and what is not, acceptable.  All use however should 

be consistent with the Academy Acceptable Use Policy. The following list does provide some 

examples that must be followed:   
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1  
I will not create, send or post any material that is likely to cause offence or needless anxiety 

to other people, or bring the academy into disrepute.  

2  
I will use appropriate language – I will remember that I am a representative of the academy 

on a global public system. Illegal activities of any kind are strictly forbidden.  

3  
I will not use language that could stir up hatred against any ethnic, religious or other 

minority group.  

4  
I realise that files held on the academy network will be regularly checked by the Vice 

Principal Pastoral or other members of staff.   

5  
I will not reveal any personal information (e.g. home address, telephone number) about 

myself or other users over the network.  

6  I will not trespass into other users’ files or folders.  

7  
I will not share my login details (including passwords) with anyone else.  Likewise, I will never 

use other person’s username and password.  

8  
I will ensure that if I think someone has learned my password, then I will change it 

immediately and/or contact an appropriate member of staff.  

9  I will ensure that I log off after my network session has finished.  

10  
If I find an unattended machine logged on under another user’s username I will not continue 

using the machine – I will log off immediately.  

11  
I understand that I am not allowed to access any chat rooms or social media and should not 

attempt to gain access to them.  

12  

I am aware that e-mail is not guaranteed to be private.  Messages supporting illegal activities 

will be reported to the authorities.  Anonymous/unnamed messages are not permitted.  

Emails of a bullying or abusive nature are also not permitted. 

13  I will not use the network in any way that would disrupt use of the network by others.  

14  

I will report any accidental access to other people’s information, unsuitable websites or any 

inappropriate materials sent to me that make me feel uncomfortable, to an appropriate 

member of staff. 

15  
I will not introduce ‘USB drives’ or other portable devices into the network without having 

them checked for viruses.  

16  

I will not attempt to visit websites that might be considered inappropriate or illegal. I am 

aware that downloading some material, such as gun and knife violence, pornography etc. is 

illegal and the police or other authorities may be called to investigate such use.  
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17  
I will not download and/or install any unapproved software, system utilities or resources 

from the Internet.  

18  
I realise that students under reasonable suspicion of misuse, in terms of time, activity or 

content, may have their usage closely monitored or have their past use investigated.  

19  
I will not receive, send or publish material that violates copyright law. This includes materials 

sent/received using video conferencing or web broadcasting.   

20  
I will not attempt to harm or destroy any equipment, work of another user on the academy 

network, or even another website or network connected to the academy system.  

21  
I understand that unapproved system utilities and executable files are not allowed in my 

work areas or attached to e-mails.  

22  I agree to comply with the acceptable use policy of any other networks that I access.  

 

 

Unacceptable use  

 

Examples of unacceptable use include, but are not limited to:  

 

 Logging in with another person’s user ID and password, or using a machine 

 left unattended, but logged in by another user.   

  

 Creating, transmitting, displaying or publishing any material (text, images 

 or sounds) that is likely to harass, cause offence, inconvenience or needless 

 anxiety to any other person.   

 

 Unauthorised access to data and resources on the academy network system 

  that belong to other ‘users’.   

 

User action that would cause:   

 

 Corruption or destruction of other users’ data,   

 

 The privacy or dignity of other users to be violated,   

 

 The intentional waste of time or resources on the academy network or 

 elsewhere.   

 

  

Network security  

 

If you discover a security problem, for example being able to access other users’ data, you 

must inform an appropriate member of staff immediately and not show it to other users.  

Students identified as a security risk may be denied access to the network.  

  

 

 

 

 

 



Page 10 of 10 
 

Student User Agreement Form 

  

I agree to follow the academy rules on the use of the academy network resources.  I will use the 

network in a responsible way and observe all the conditions explained in the student acceptable 

use policy.  

  

I agree to report any misuse of the network to an appropriate member of staff. 

  

I also agree to report any websites that are available on the academy Internet that contain 

inappropriate material to an appropriate member of staff. 

   

If I do not follow the rules, I understand that this may result in loss of access to these resources 

as well as other disciplinary action.  I realise that students under reasonable suspicion of 

misuse in terms of time or content may have their usage monitored or their past use 

investigated.  

  

  

Student’s Name:   _____________________________________________________________  

  

 

Student’s Signature:  _____________________________________________________________ 

  

 

 

 

I have read the agreement and discussed it with my child. 

 

  

Parent Carer’s/Guardian’s Name:   ________________________________________________  

  

 

Parent Carer’s/Guardian’s Signature:  ________________________________________________  

  

 

Date: ___ /___ /_____ 

 

 

 

 


